
St Alban’s C of E Academy 
        Keeping Safe Online 

It is important to talk to your child regularly about what they are doing online and 
make sure that they know that they should always talk to you or another trusted adult if they 

have any concerns.  
Please make sure the appropriate privacy settings are set up and your child knows how to report 

and block other users if necessary.   
Please also encourage your child to discuss online content with you and other members of the 

family. 

Snapchat 

Snapchat remains a popular app for messaging and sharing photos and videos. You must be 13+ to 

sign up. The app has some privacy settings which we would recommend you explore with your child 

and suggest why certain options are safer, for example, setting your account so only friends (rather 

than everyone) can see your content.  

 

                      What should I be aware of?  

 Who is your child friends with – talk to your child about who they are friends with and why 

it is safer to be friends with only those they know in real life.  

 Group chats - in a group chat, there may be people that they’re not friends with on the app 

who can then communicate with them in the group chat, which increases their risk of  

interacting with strangers.  

 Snap Map - The map lets users see where friends are. Location sharing via the map is optional 

and is off by default  

 Snapchat streaks - Streaks count how many consecutive days two people have been sending 

Snaps to each other, this can increase pressure to respond daily.  

 Inappropriate content – due to the nature of the app your child may come across content that  

is inappropriate.  

 Screenshots – whilst Snaps disappear, users may take screenshots before they do, potentially 

resulting in them losing control of what they have shared as it could be sent to other people.  

 Bullying – there is a risk of bullying on all platforms so please ensure your child knows how to 

report and block other users if necessary.  

Disney parental controls  

 

Does your child watch 

Disney+? If so, have you set 

up the parental controls to 

ensure that what your 

child is watching it, it is 

appropriate to them?  

 

Whatsapp 

Are yours and your child’s 

(if using) privacy settings 

set up appropriately? For 

example, you can set that 

only ‘my contacts’ can add 

you to groups and even 

add exceptions to this rule.  

 

Android device: https://

faq.whatsapp.com/en/

android/ 23225461/?

category=5245250  

 

iPhone device: https://

faq.whatsapp.com/en/

iphone/2 8041111  
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                 Fortnite 

Is your child playing Fortnite? It appears to remain popular, so we thought we’d provide an 

update for you. It is rated PEGI 12 for frequent mild violence which means it is not suitable 

for persons under 12 years of age.  

There are different versions of Fortnite, including a free-to-play Battle Royale game 

(although money can be spent within the game) where up to 100 players compete against 

each other. 

Fortnite contains voice and text chat. Due to the nature of the game, your child may be 

chatting to strangers and may hear inappropriate language. Please ensure your child knows 

how to report players for any inappropriate behaviour.  

More info here: https://www.epicgames.com/help/en-US/fortnite-c75/battle-royale-c93/

how-do-i-report-bad-player-behavior-in-fortnite-a3276  

 

Parental Controls  

Fortnite includes several parental controls to help you make it a safer environment for your 

child including disabling voice chat, filtering language and setting privacy settings.  

Find out more about parental controls here: https://www.epicgames.com/fortnite/enUS/

parental-controls.  

Also, remember to set up age appropriate parental controls on the device your child is    

playing on as well.  

 

Online Chatting 

Children can communicate online through lots of different apps, social media and games 

(WhatsApp, Instagram, FIFA, Fortnite for example) so it’s important to talk to your child 

about how they behave and communicate online. It can be very easy online for children to 

behave in a way that they wouldn’t if they were face-to-face with each other. Talk to your 

child about how they are speaking to others online and encourage them to talk to people 

online with respect, like they would if they were face-to-face.  

Ensure that your child understands that if they receive unkind messages (or sees something 

that worries them) then they should not reply or engage in conversation with the person who 

sent them the message, but they should instead tell an adult that they trust. We always 

recommend regularly talking to your child about what they are doing online. We also   

recommend children only being online in supervised areas so you can monitor what they are 

doing online and who they are interacting with.  

TikTok 

Users can watch musical clips, 

record 60 second clips, edit them 

and add special effects. You must 

be over 13 years of age to use Tik 

Tok. You need to be aware that 

some of the songs used in this app 

may contain explicit language and 

sexual imagery, which may not be 

suitable for your child to view. We 

recommend that users have a  

private account to control who can 

see their videos, follow them and 

who can send them messages.  

Even with a private account, your 

child’s profile information such as 

their photo and bio is still visible to 

all so ensure your child  

understands the importance of not 

revealing any personal information 

such as address, age and phone 

numbers in these areas. As with 

similar apps, there is the ability to 

report and block other users so 

ensure your child knows how to use 

the reporting features within this 

app and is able to block other users 

if necessary so that that user  

cannot see their content or send 

them messages. Tik Tok also  

includes a ‘Restricted mode’ to limit 

the appearance of content that 

may be inappropriate: this is  

recommended to ensure that  

children do not come across  

inappropriate content. 
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